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Foreword

=

ISO (the International Organization for Standardization) and IEC (the International Electro
technical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate in the development of
International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical
committee, ISO/IEC JTC 1.
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International Standards are drafted in accordance with the rules given in the ISO/IEC
Directives, Part 2.
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The main task of the joint technical committee is to prepare International Standards. Draft
International Standards adopted by the joint technical committee are circulated to national
bodies for voting. Publication as an International Standard requires approval by at least
75 % of the national bodies casting a vote.
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Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all
such patent rights.
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ISO/IEC 27001 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 27, IT Security techniques.
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This second edition cancels and replaces the first edition (ISO/IEC 27001:2005), which
has been technically revised.
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O Introduction
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0.1 General
0.1 =

This International Standard has been prepared to provide requirements for establishing,
implementing, maintaining and continually improving an information security management
system. The adoption of an information security management system is a strategic
decision for an organization. The establishment and implementation of an organization’s
information security management system is influenced by the organization’s needs and
objectives, security requirements, the organizational processes used and the size and
structure of the organization. All of these influencing factors are expected to change over
time.
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The information security management system preserves the confidentiality, integrity and
availability of information by applying a risk management process and gives confidence to
interested parties that risks are adequately managed.
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It is important that the information security management system is part of and integrated
with the organization’s processes and overall management structure and that information
security is considered in the design of processes, information systems, and controls. It is
expected that an information security management system implementation will be scaled
in accordance with the needs of the organization.
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This International Standard can be used by internal and external parties to assess the
organization’s ability to meet the organization’s own information security requirements.
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The order in which requirements are presented in this International Standard does not
reflect their importance or imply the order in which they are to be implemented. The list
items are enumerated for reference purpose only.
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ISO/IEC 27000 describes the overview and the vocabulary of information security
management systems, referencing the information security management system family of
standards (including ISO/IEC 27003[2], ISO/IEC 27004[3] and ISO/IEC 27005[4]), with
related terms and definitions.
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0.2 Compatibility with other management system standards

0.2 5HAhE B A R FHAE

This International Standard applies the high-level structure, identical sub-clause titles,
identical text, common terms, and core definitions defined in Annex SL of ISO/IEC
Directives, Part 1, Consolidated 1SO Supplement, and therefore maintains compatibility
with other management system standards that have adopted the Annex SL.
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This common approach defined in the Annex SL will be useful for those organizations that
choose to operate a single management system that meets the requirements of two or
more management system standards.
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Information technology — Security techniques — Information security
management systems — Requirements
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1 Scope

1 ViE

This International Standard specifies the requirements for establishing, implementing,
maintaining and continually improving an information security management system within
the context of the organization.
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This International Standard also includes requirements for the assessment and treatment
of information security risks tailored to the needs of the organization. The requirements
set out in this International Standard are generic and are intended to be applicable to all
organizations, regardless of type, size or nature. Excluding any of the requirements
specified in Clauses 4 to 10 is not acceptable when an organization claims conformity to
this International Standard.
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2 Normative references
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The following documents, in whole or in part, are normatively referenced in this document
and are indispensable for its application. For dated references, only the edition cited
applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.
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ISO/IEC 27000, Information technology — Security techniques — Information security
management systems — Overview and vocabulary
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3 Terms and definitions

3 RiERIE X

For the purposes of this document, the terms and definitions given in ISO/IEC 27000
apply.
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4 Context of the organization
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4.1 Understanding the organization and its context
4.1 BRHL RILIAEE

The organization shall determine external and internal issues that are relevant to its
purpose and that affect its ability to achieve the intended outcome(s) of its information
security management system.
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NOTE Determining these issues refers to establishing the external and internal context of
the organization considered in Clause 5.3 of ISO 31000:2009[5].
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4.2 Understanding the needs and expectations of interested parties

4.2 BREMRTRIT RS

The organization shall determine:
LRI E -

a) interested parties that are relevant to the information security management system; and
b) the requirements of these interested parties relevant to information security.
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NOTE The requirements of interested parties may include legal and regulatory
requirements and contractual obligations.
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4.3 Determining the scope of the information security management system

4.3 WiEE B 2 A B R G

The organization shall determine the boundaries and applicability of the information
security management system to establish its scope.
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When determining this scope, the organization shall consider:
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a) the external and internal issues referred to in 4.1;

b) the requirements referred to in 4.2; and

c) interfaces and dependencies between activities performed by the organization, and
those that are performed by other organizations. The scope shall be available as
documented information.
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4.4 Information security management system
4.4 (5RZEEIIER

The organization shall establish, implement, maintain and continually improve an
information security management system, in accordance with the requirements of this
International Standard.
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5 Leadership
5 %
5.1 Leadership and commitment

5.1 SiFMEKE

Top management shall demonstrate leadership and commitment with respect to the
information security management system by:
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a) ensuring the information security policy and the information security objectives are
established and are compatible with the strategic direction of the organization;

b) ensuring the integration of the information security management system requirements
into the organization’s processes;

¢) ensuring that the resources needed for the information security management system
are available;

d) communicating the importance of effective information security management and of
conforming to the information security management system requirements;

e) ensuring that the information security management system achieves its intended
outcome(s);

f) directing and supporting persons to contribute to the effectiveness of the information
security management system;

g) promoting continual improvement; and

h) supporting other relevant management roles to demonstrate their leadership as it
applies to their areas of responsibility.
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5.2 Policy
5.2 Jikt

Top management shall establish an information security policy that:
o A N AR BTk,

a) is appropriate to the purpose of the organization;

b) includes information security objectives (see 6.2) or provides the framework for setting
information security objectives;

¢) includes a commitment to satisfy applicable requirements related to information
security;



d) includes a commitment to continual improvement of the information security
management system. The information security policy shall:

e) be available as documented information;

f) be communicated within the organization; and

g) be available to interested parties, as appropriate.
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5.3 Organizational roles, responsibilities and authorities

5.3 HAHE. BHFMBFR

Top management shall ensure that the responsibilities and authorities for roles relevant to
information security are assigned and communicated.
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Top management shall assign the responsibility and authority for:
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a) ensuring that the information security management system conforms to the
requirements of this International Standard; and

b) reporting on the performance of the information security management system to top
management.
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NOTE Top management may also assign responsibilities and authorities for reporting
performance of the information security management system within the organization.
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6 Planning

6 Rk

6.1 Actions to address risks and opportunities
6.1 NI XA HIHE

6.1.1 General

6.1.1 E

When planning for the information security management system, the organization shall
consider the issues referred to in 4.1 and the requirements referred to in 4.2 and
determine the risks and opportunities that need to be addressed to:
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a) ensure the information security management system can achieve its intended
outcome(s);
b) prevent, or reduce, undesired effects; and
¢) achieve continual improvement.
The organization shall plan:
d) actions to address these risks and opportunities; and
e) how to
1) integrate and implement the actions into its information security management system
processes;
2) evaluate the effectiveness of these actions.
a) iTR5 B 248 BAK R AE S I U &5 2R
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6.1.2 Information security risk assessment

6.1.2 15 B &ZE XKV

The organization shall define and apply an information security risk assessment process
that:
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a) establishes and maintains information security risk criteria that include:

1) the risk acceptance criteria; and

2) criteria for performing information security risk assessments;
b) ensures that repeated information security risk assessments produce consistent, valid
and comparable results;



¢) identifies the information security risks:
1) apply the information security risk assessment process to identify risks associated
with the loss of confidentiality, integrity and availability for information within the scope
of the information security management system; and
2) identify the risk owners;
d) analyses the information security risks:
1) assess the potential consequences that would result if the risks identified in 6.1.2 ¢) 1)
were to materialize;
2) assess the realistic likelihood of the occurrence of the risks identified in 6.1.2 ¢) 1);
and
3) determine the levels of risk;
e) evaluates the information security risks:
1) compare the results of risk analysis with the risk criteria established in 6.1.2 a); and
2) prioritize the analysed risks for risk treatment.
The organization shall retain documented information about the information security risk
assessment process.
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6.1.3 Information security risk treatment

6.1.3 EEREXNKRAE

The organization shall define and apply an information security risk treatment process to:
a) select appropriate information security risk treatment options, taking account of the risk
assessment results;

b) determine all controls that are necessary to implement the information security risk
treatment option(s) chosen,;
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NOTE Organizations can design controls as required, or identify them from any source.

T WGUAHZZORECTHZE A i, IO LA AR ) 42 1l 9 e o

¢) compare the controls determined in 6.1.3 b) above with those in Annex A and verify that
no necessary controls have been omitted;
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NOTE 1 Annex A contains a comprehensive list of control objectives and controls. Users
of this International Standard are directed to Annex A to ensure that no necessary controls
are overlooked.

NOTE 2 Control objectives are implicitly included in the controls chosen. The control
objectives and controls listed in Annex A are not exhaustive and additional control
objectives and controls may be needed.
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d) produce a Statement of Applicability that contains the necessary controls (see 6.1.3 b)
and c)) and justification for inclusions, whether they are implemented or not, and the
justification for exclusions of controls from Annex A;

e) formulate an information security risk treatment plan; and

f) obtain risk owners’ approval of the information security risk treatment plan and
acceptance of the residual information security risks.

The organization shall retain documented information about the information security risk
treatment process.
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NOTE The information security risk assessment and treatment process in this
International Standard aligns with the principles and generic guidelines provided in 1ISO
31000[5].
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6.2 Information security objectives and planning to achieve them
6.2 52 %4 B ir MM RISLH



The organization shall establish information security objectives at relevant functions and
levels.The information security objectives shall:
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a) be consistent with the information security policy;

b) be measurable (if practicable);

c) take into account applicable information security requirements, and results from risk
assessment and risk treatment;

d) be communicated; and

e) be updated as appropriate.

The organization shall retain documented information on the information security
objectives. When planning how to achieve its information security objectives, the
organization shall determine:

f) what will be done;

g) what resources will be required;

h) who will be responsible;

i) when it will be completed; and

j) how the results will be evaluated.
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7 Support
7 ZHF
7.1 Resources

7.1 BIE

The organization shall determine and provide the resources needed for the establishment,
implementation, maintenance and continual improvement of the information security
management system.
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7.2 Competence
7.2 B

The organization shall:

a) determine the necessary competence of person(s) doing work under its control that
affects its information security performance;

b) ensure that these persons are competent on the basis of appropriate education,
training, or experience;

c) where applicable, take actions to acquire the necessary competence, and evaluate the
effectiveness of the actions taken; and

d) retain appropriate documented information as evidence of competence.
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NOTE Applicable actions may include, for example: the provision of training to, the
mentoring of, or the reassignment of current employees; or the hiring or contracting of
competent persons.
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7.3 Awareness
7.3 BiR

Persons doing work under the organization’s control shall be aware of:

a) the information security policy;

b) their contribution to the effectiveness of the information security management system,
including the benefits of improved information security performance; and

c¢) the implications of not conforming with the information security management system
requirements.
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7.4 Communication

The organization shall determine the need for internal and external communications
relevant to the information security management system including:
a) on what to communicate;
b) when to communicate;
¢) with whom to communicate;
d) who shall communicate; and
e) the processes by which communication shall be effected.
AN E A KA S B IR RAE N E AN BTV E TR R, A
@ﬁ“%%ﬁk;
b) A2 B4 ;
c) PRUEHEATINIE;
d) kS TThiE;
e) seMnyA I LR .

7.5 Documented information
75 XHEFER
7.5.1 General
7.5.1 B
The organization’s information security management system shall include:
a) documented information required by this International Standard; and
b) documented information determined by the organization as being necessary for the
effectiveness of the information security management system.
MG B2 2T A RN A

a)iﬁ@x*%l#ﬁ%%u:
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NOTE The extent of documented information for an information security management
system can differ from one organization to another due to:
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1) the size of organization and its type of activities, processes, products and services;
2) the complexity of processes and their interactions; and
3) the competence of persons.
1) AP R ). SRR PR AR &5 (125 3
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7.5.2 Creating and updating
7.5.2 QIEAMEH



When creating and updating documented information the organization shall ensure
appropriate:

a) identification and description (e.g. a title, date, author, or reference number);

b) format (e.g. language, software version, graphics) and media (e.g. paper, electronic);
c) review and approval for suitability and adequacy.
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7.5.3 Control of documented information

7.5.3 JCHRERAE B

Documented information required by the information security management system and by
this International Standard shall be controlled to ensure:

a) it is available and suitable for use, where and when it is needed; and

b) it is adequately protected (e.g. from loss of confidentiality, improper use, or loss of
integrity).
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For the control of documented information, the organization shall address the following
activities,as applicable:

¢) distribution, access, retrieval and use;

d) storage and preservation, including the preservation of legibility;
e) control of changes (e.g. version control); and

f) retention and disposition.
XFFCHREFAE B, SR, SN AT ) )
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Documented information of external origin, determined by the organization to be
necessary for the planning and operation of the information security management system,
shall be identified as appropriate, and controlled.
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NOTE Access implies a decision regarding the permission to view the documented
information only, or the permission and authority to view and change the documented
information, etc.
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8 Operation
8 1BfT
8.1 Operational planning and control

8.1 BATHIFRIA =4

The organization shall plan, implement and control the processes needed to meet
information security requirements, and to implement the actions determined in 6.1.The
organization shall also implement plans to achieve information security objectives
determined in 6.2.
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The organization shall keep documented information to the extent necessary to have
confidence that the processes have been carried out as planned.

The organization shall control planned changes and review the consequences of
unintended changes, taking action to mitigate any adverse effects, as necessary.

The organization shall ensure that outsourced processes are determined and controlled.
HANARFF AL AT BIL B D E R A OUE R R AT
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8.2 Information security risk assessment

8.2 {8 B &ZERRK TP

The organization shall perform information security risk assessments at planned intervals
or when significant changes are proposed or occur, taking account of the criteria
established in 6.1.2 a).
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The organization shall retain documented information of the results of the information
security risk assessments.
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8.3 Information security risk treatment

8.3 BRRENKLE

The organization shall implement the information security risk treatment plan.

The organization shall retain documented information of the results of the information
security risk treatment.
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9 Performance evaluation



9 SRRVPHY
9.1 Monitoring, measurement, analysis and evaluation

9.1 WM. WE. SR

The organization shall evaluate the information security performance and the
effectiveness of the information security management system.
The organization shall determine:

a) what needs to be monitored and measured, including information security processes
and controls;

b) the methods for monitoring, measurement, analysis and evaluation, as applicable, to

ensure valid results;

a) AR, AHE(E R 2 Al RN 1

b) WML W& HTAVEA T, SR, WA ARG

NOTE The methods selected should produce comparable and reproducible results to be
considered valid.
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¢) when the monitoring and measuring shall be performed,;

d) who shall monitor and measure;

e) when the results from monitoring and measurement shall be analysed and evaluated;
f) who shall analyse and evaluate these results.

The organization shall retain appropriate documented information as evidence of the
monitoring and measurement results.
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9.2 Internal audit

9.2 W¥HB

The organization shall conduct internal audits at planned intervals to provide information
on whether the information security management system:
LHAUNEFE R A e ] (D RE REAT A FR i A%, LIRS B e 5 B 2 28 A R 5

a) conforms to

a) &

1) the organization’s own requirements for its information security management system;
2) the requirements of this International Standard;

1) HHESELZeE K RKZR,



2) AARAEMIER;

b) is effectively implemented and maintained. The organization shall:

c) plan, establish, implement and maintain an audit program me(s), including the
frequency, methods, responsibilities, planning requirements and reporting. The audit
program me(s) shall take into consideration the importance of the processes concerned
and the results of previous audits;

d) define the audit criteria and scope for each audit;

e) select auditors and conduct audits that ensure objectivity and the impartiality of the
audit process;

f) ensure that the results of the audits are reported to relevant management; and

g) retain documented information as evidence of the audit program me(s) and the audit
results.

b) 7334 R AN PREE .

ML

c) MR, ML, SEREAICRERHAZ TS, ARSI, 5k, BRBT. HHRIESRAR S . #ZTT
eI

JE T S A 1) A DA S AT H AR R 5 2R

d) B IH L E SCH AL HE N R B AL TG

e) B % G IR A o A 10 SIC it L DR B AR R (R B W A A TEME

f) BOR B AZ 45 SRR i 2 AH S R B

) TREA AL AR BAE o A% 7 AN e A% 45 R B ES -

9.3 Management review

9.3 HHIFH

Top management shall review the organization’s information security management
system at planned intervals to ensure its continuing suitability, adequacy and
effectiveness.The management review shall include consideration of:

B N I R I ] (8] B P L2 AE B AR R, DI IR LR & B Aok
AT R

B ERVE N ALEE T A1 7 B RS

a) the status of actions from previous management reviews;

b) changes in external and internal issues that are relevant to the information security
management

system;

c) feedback on the information security performance, including trends in:
1) nonconformities and corrective actions;

2) monitoring and measurement results;

3) audit results;

4) fulfilment of information security objectives;

d) feedback from interested parties;

e) results of risk assessment and status of risk treatment plan; and



f) opportunities for continual improvement.
a) DMEE HEVE S A6 it FIRES
b) 515 5 2 4 B AA ZRH < A AR P 6 1) L AR B
c) 15 B aGUIN s, BFE N A JT I
1) AFFE LY IS it
2) WAL Y
3) WIZ4R;
4) {5 B 24 HArI S
d) AHITT I
e) JRURG VT I &f JRA XU Ak B TR IR 5
f) FrE:fit bl e

The outputs of the management review shall include decisions related to continual

improvement opportunities and any needs for changes to the information security

management system.

The organization shall retain documented information as evidence of the results of

management reviews.

EERVEH A L B 5 RRS UL R R E , LSRR AR B e AR R T 7 K
LR B SO AR BB BT 45 SRR .



10 Improvement
10 Bk

10.1 Nonconformity and corrective action

10.1 AFFE MY IERTE

When a nonconformity occurs, the organization shall:
a) react to the nonconformity, and as applicable:
1) take action to control and correct it; and
2) deal with the consequences;
HRAEAFTEN, HLN:
a) MAFFEIFH RN, &
1) REUE R H IR AR &
2) W ER;

b) evaluate the need for action to eliminate the causes of nonconformity, in order that it
does not recur or occur elsewhere, by:

1) reviewing the nonconformity;

2) determining the causes of the nonconformity; and

3) determining if similar nonconformities exist, or could potentially occur;
b) R IRARE & A FE R AL BOANE HoAth st 77 & AR, 83T 5177 PP BR AR R R P
i oK :

1) WH AR A

2) WEANFE IR

3) WiiE & A FE B F] BE R LA AN &

¢) implement any action needed;

d) review the effectiveness of any corrective action taken; and

e) make changes to the information security management system, if necessary.
Corrective actions shall be appropriate to the effects of the nonconformities encountered.
The organization shall retain documented information as evidence of:

f) the nature of the nonconformities and any subsequent actions taken, and

g) the results of any corrective action.

C) K T s 1A e«

d) VFE PRI IEe e 0 A 25 s

e) WEW, XMERLAEHIKRLARE.

A IEF N5 T8 AT B RS A 1 o

H LR B SO AT BN T IR -

f) AFFE RPN LK TR B BT A i S it

0) I M IERE T 45 R .

10.2 Continual improvement
10.2 Rrgrit

The organization shall continually improve the suitability, adequacy and effectiveness of



the information security management system.

NSO B 2 PR R D& BV 78 A Rtk



Table A.1 — Control objectives and controls

A.5 Security Policies
RETTH

A.5.1 Management direction for information security
BRZEEHKES

Objective: To provide management direction and support for information security in accordance with
business requirements and relevant laws and regulations.

Hbr: MR 55 ZOR A SGE AL IS A R S S FrE B % &

A set of policies for information security shall be defined, approved by
Policies for management, published and communicated to employees and
A.5.1.1 [ information security | relevant external parties.

fF Rz Tret UL BB A T . W TR . RATIEE S T B T A
MR

) The policies for information security shall be reviewed at planned
Review of the ) . Y ) .

. intervals or if significant changes occur to ensure their continuing
policies for

Ab5.1.2 |, ) , suitability, adequacy and effectiveness.
information security

= e A7k VR e | B TR TR TR] R B AR AT B L T R, B iRE
FREEE R Fe A Rk

A.6 Organisation of information security

FERREAR

A.6.1 Internal organisation

AR

Objective: To establish a management framework to initiate and control the implementation and
operation of information security within the organisation.

Fibs: STATHAESE, RENAHRHIALSUN 5 82 4 SRS AT

Information security
roles and All information security responsibilities shall be defined and allocated.

responsibilities B 14 B2 4 IR 2 B DL 540
8524 fh B RTIR R PRI TR

A6.1.1

Conflicting duties and areas of responsibility shall be segregated to
reduce opportunities for unauthorized or unintentional modification or
misuse of the organization’s assets.

TR TR LIRSS B BN L35, PR RAR S BUE AR B 2

Segregation of
A.6.1.2 | duties

HA DT 7 1




A fEHTH AT R .

Contact with
A.6.1.3 | authorities
SBUFHET TR HARFFS BUR AR SRS H R

Appropriate contacts with relevant authorities shall be maintained.

Contact with special

. Appropriate contacts with special interest groups or other specialist
interest groups PProp P group P

A.6.1.4 security forums and professional associations shall be maintained.

LR 5 ) i 4 TR I

% FORRE 5RrE FlaidE ], Hifthz & L M Ll i G R

Information security

in project Information security shall be addressed in project management,
A.6.1.5 [ management regardless of the type of the project.

Iﬁ (= i %‘A%\% y S, =3 ==3 2 =1 Paran

;HE@*W‘ B | TS . PO B A

A.6.2 Mobile devices and teleworking
BRI ETE
Objective: To ensure the security of teleworking and use of mobile devices.

Hbx: iRz TAEAR s & Y 224

A policy and supporting security measures shall be adopted to
Mobile device policy policy pporting ty D

A.6.2.1 . . manage against the risks introduced by using mobile devices.
Bl B4 s o & Y Hsing
B FH AW BRI SRRV 22 4 i TR AR PR FH A% 2l e &6 Bty e A KUK
A policy and supporting security measures shall be implemented to
. protect information accessed , processed or stored on teleworking
AB2D Teleworking
o TR T AE sites.

LSl HEME AN SRR 22 AR OR PRI AR R vt sV ) AR B B A O A
B

o

A.7 Human resource security

ANIBRZE

A.7.1 Prior to employment
R A

Objective: To ensure that employees and contractors understand their responsibilities and are suit-able
for the roles for which they are considered.

Hbr: MR AT N BB HINTT. 25X HoRHE A R & 1.

Screening

AT7.11 e Background verification checks on all candidates for employment




shall be carried out in accordance with relevant laws, regulations and
ethics and shall be proportional to the business requirements, the
classification of the information to be accessed and the perceived
risks.

KT B AR BB 8 SRR 25 B AR SR AR R
DSINANIE S N AW R RSB SR e~ St 5 7R

A7.1.2

Terms and
conditions of
employment

A%

The contractual agreements with employees and contractors shall
state their and the organization's responsibilities for information
security.

5 53 AR A & R BRI AR AT AN 245 2 % 4 DT

A.7.2 During employment
R

Objective: To ensure that employees and contractors are aware of and fulfil their information security
responsibilities.

HAR: HitrArA B e G R IR B BT 5 B Z &5,

Management shall require all employees and external party users to

Management apply security in accordance with established policies and procedures
A.7.2.1 | responsibilities of the organization.
G H 7 A - Nt e e 3
BB HEOR T R DOMAN A P R 23 S ) U A SRS AR
2 AR R .
Information security | All employees of the organization and, where relevant, contractors
awareness, shall receive appropriate awareness education and training and
A722 education and regular updates in organizational policies and procedures, as relevant
S training for their job function.
SERZERIN. UE o apoaw — = S O B
5;ﬁé P A mpiane s, @, WA, M2 S TR S
i B RREE BN LT B SR SRR ) € 1 SEHr 5
There shall be a formal and communicated disciplinary process in
o place to take action against employees who have committed an
Disciplinary process | . . .
A.7.2.3 information security breach.

LA

HA N IEROF CAAAM DB RS, DI T2 HU e R 34T 4k
H,

A.7.3 Termination and change of employment
fER 25 L3R AL

Objective: To protect the organization’'s interests as part of the process of changing or terminating
employment.




Hbr: BR ORI AL G A A\ BIE A 2L B IR A AL BERURE A

Termination or . . I . . .
Information security responsibilities and duties that remain valid after
change of

termination or change of employment shall be defined, communicated
employment

A.7.3.1 I to the employee or external party user and enforced.
responsibilities

2L S | AL 2 A BB A AR R 15 18,2 A T AT U2 5 S, 10 e
# 55 =5 N AT RS ST

A.8 Asset management

BreEH

A.8.1 Responsibility for assets
XF B 1 BT
Objective: To achieve and maintain appropriate protection of organizational assets.

HbR: SRR 2587 [ 2 ER

Assets associated with information and information processing
Inventory of assets facilities shall be identified and an inventory of these assets shall be

A8.11
B IE drawn up and maintained.
ELRAIE BANE BAC BB AR SR BE 7, g ) 4R 5P X L B 7= T B
AB12 Ownership of assets | Assets maintained in the inventory shall be owned.
.8.1. N
HFEREA B b S 5 L ELIRE TR
Rules for the acceptable use of information and assets associated
Acceptable use of with information and information processing facilities shall be
A.8.1.3 | assets identified, documented and implemented.
ona CIE: % . - . e N e - . RN
PPTORTBESZAN | o i 2 AT 550 B PR SRR 2 TR
SCAFIF I PASE it -

All employees and external party users shall return all of the
organizational assets in their possession upon termination of their

Return of assets

A8.14 employment, contract or agreement.

B A JIE
P e s 7R N VRS =7 N AR 2 AR & R BRI,
VEIEARATIASE P B BT A AL 2R 8

A.8.2 Information classification
%4@‘%%

Objective: To ensure that information receives an appropriate level of protection in accordance with its
importance to the organization.

Hbr: B0R(E 832 205 Ho 2300 3 Ak R — B0dE 24 200 K OR




Classification of

Information shall be classified in terms of legal requirements value,
criticality and sensitivity to unauthorized disclosure or modification.

A.8.2.1 [ information
IENsNp S 15 BRI E X H SN PR . BURIEMSCHBEE T LA 2E, A
TRAPE B S S AR IRABUM 55 B L L
Labeling of An appropriate set of procedures for information labeling shall be
, g developed and implemented in accordance with the information
A.8.2.2 | information L L
s classification scheme adopted by the organization.
5 BAric
o7 2 A ZEL 2 BT SR N 1) o S L) 2 S R S it — 238 B A B AR IR
Procedures for handling assets shall be developed and implemented
AB.23 Handling of assets ¥ | in accordance with the information classification scheme adopted by

FRAb

the organization.

8422 HEZH 2 BT R ) 0 SR ) A ST R SE il — 2R A 1A A BRI

A.8.3 Media handling
NEEALE

Objective: To prevent unauthorized disclosure, modification, removal or destruction of information stored

on media.

Hbx: B fe i RS B 2RO R . Bk, B ahaids.

Management of

Procedures shall be implemented for the management of removable
media in accordance with the classification scheme adopted by the

A.8.3.1 | removable media 7] oraanization
a5 g :
RIARYE AL ZAFITR F 43 2K 07 SRS T B sh A o BRAR T
Media shall be disposed of securely when no longer required, usin
A.8.3.2 Disposal of media 4 formal procedures " ’ ’ ! ’
O RiaE P |
AFHREAN B, BAEHIEREF 72 e E .
Physical media Media containing information shall be protected against unauthorized
A.8.3.3 | transfer access, misuse or corruption during transportation.
YRS AR

AEAE BN BHEIZERS, RIF7 ARV A 2 B IR

A.9 Access control

i 42

A.9.1 Business requirements of access control
U Ie) 3 ) M 95 R

Objective: To restrict access to information and information processing facilities.




Hbx: BR#IE R 515 A BB I )

Access control policy

An access control policy shall be established, documented and

AS1Y | reviewed based on business and security requirements.
7 1] 2] SRS
U7 [P S SN S TR, TGS A A BRI AT VR AR
Policy on the use of | Users shall only be provided with access to the network and network
A.9.1.2 [ network services services that they have been specifically authorized to use.

A5 FH 0 2% i 55 1) S s

PP A BE VT 1R) L3R A ASUAE P #8258 A0 I 2 i 55 R 55

A.9.2 User access management

R P 5 19 B 2

Objective: To ensure authorized user access and to prevent unauthorized access to systems and

services.

Hbx: BOREAUH 5 i RGNS

FFB LRSI VT 1] o

User registration and

A formal user registration and de-registration process shall be

A.9.2.1 | de-registration implemented to enable assignment of access rights.
FAPRETARIVER ) oy 1t P S B FK A REU3 LAR.
A formal user access provisioning process shall be implemented to
User access assign or revoke access rights for all user types to all systems and
A.9.2.2 | provisioning services.
=35 ] $ it . s
Salits Tt 4RI P, FERH I BRI R AR HUBLRAT, 46
R SE it — AN IE 2R FH P U7 ] SR AR
Management of
. p The allocation and use of privileged access rights shall be restricted
privileged
A.9.2.3 . and controlled.
access rights
IR PR 2 7 R 1) M7 A A A 5 Tl AL PIR £ 0B B A5 1 o
Management of
secret authentication | The allocation of secret authentication information shall be controlled
A.9.2.4 | information of users | through a formal management process.
Mo, WS I f= E g . " R o . e it N
f’ig BASINERI | sy AR BT RS e 2 S0 1 B 4L (7 )
=
Review of user ) ) )
) Asset owners shall review users’ access rights at regular intervals.
A.9.2.5 | access rights
MDA 2 & BE7 BT 3 N E s P B I AL T A
Removal or
adjustment of access The access rights of all employees and external party users to
A.9.2.6 rights information and information processing facilities shall be removed

ARCEH B B T AL PR

upon termination of their employment, contract or agreement, or




adjusted upon change.

PITA Ji SRS =5 N G AN RAL BB 5 M BUSAEAE ] A TR
BRI IR, BRAEAR LI

A.9.3 User responsibilities

PR3

Objective: To make users accountable for safeguarding their authentication information.

Hbx: B0 X DR AT TR 2505 B A THE

A9.3.1

Use of secret
authentication
information

2 ARG B R A

Users shall be required to follow the organization’s security practices
in the use of secret authentication information.

82 LSRR 2 S 2 4 9 4P TR A 22 A 245 02

A.9.4 System and application access control
RGARLRVT e =4
Objective: To prevent unauthorized access to systems and applications.

Fbr: Bribxd S0 8 A AR BT 17 .

Information access

Access to information and application system functions shall be

A.9.4.1 | restriction restricted in accordance with the access control policy.
,ﬁ::l? A%\iji I‘Eﬂ KE%IJ =3 E Q b IR Ep IR 2 b N
PSSR N FH 22 G Dl BE I ) S A0 7 T 92 1 SR in LA B 1 o
Secure log-on Where required by the access control policy, access to systems and
A.9.4.2 | procedures applications shall be controlled by a secure log-on procedure.
%4 A o W o a1
V7 TR SR SR I, 7 1) SR G0 N FH NI I 22 42 8 s AR n DA Az 1)«
Password Passwords management systems shall be interactive and shall
A.9.4.3 [ management system | ensure quality passwords.
PN Y N . .
RS ERRS 1A RSN A RN, SRR R4
The use of utility programs that might be capable of overriding system
Use of privileged L typrog g , P ) e
N and application controls shall be restricted and tightly controlled.
A.9.4.4 | utility programs
R FFE o i | T B R 2R R I R P o it ) 5 P T L A R m DA B 1) 5
FERR .
Access control to
rogram source
prog Access to program source code shall be restricted.
A.9.45 | code

XA PR A R B D7 7]
il

o2 B 117 i R e YA A




A.10 Cryptography
i

A.10.1 Cryptographic controls

F R

Objective: To ensure proper and effective use of cryptography to protect the confidentiality authenticity
or integrity of information.

FbR: B ORE 297G B S A R ORI 5 SRR . SEvE e Ik

Policy on the use of

A policy on the use of cryptographic controls for protection of

cryptographic
A.10.1.1 yplograp information shall be developed and implemented.
controls
e P B s o) g S | ST R R SIC it A5 P 2 R 4 o i TR DR A 15 S SIS
A policy on the use, protection and lifetime of cryptographic keys shall
A101.2 Key management % | be developed and implemented through their whole lifecycle.

Pl

T2 AN S it — A B2 A i o U A S R B A P DR R A i S0 PSR
W% o

A.11 Physical and environmental security

WEMIABE 24

A.11.1 Secure areas
AR

Objective: To prevent unauthorized physical access, damage and interference to the organization’s
information and information processing facilities.

Hbx: BriExt 25 SAME AL HE B A AR EL T ] . 53R T30

Physical security

Security perimeters shall be defined and used to protect areas that
contain either sensitive or or critical information and information

A.11.1.1 | perimeter processing facilities.
74 il NN , . X o . N
LaEe sl I S P 2 PR 4P 2 o R X B 2 AN 3 KL T
Wit Y X33
Secure areas shall be protected by appropriate entry controls to
Physical entry ) , P Y approprl y
ensure that only authorized personnel are allowed access.
A.11.1.2 | controls
Y/EEWNBEGH 224 XN, IS A N R B R, DA DR RSB A FevEs
a8
Securing office, ) ) , . .
o Physical security for offices, rooms and facilities shall be designed
A.11.1.3 | room and facilities

IS B ATt

and applied.




% Ry

RATR AR B[RS BE T R U B 2 A i

Protecting against
external end
environmental
threats
BN B B ) 22
ek

All14

Physical protection against natural disasters, malicious attack or
accidents shall be designed and applied.

NBIEBERRE, BRI B AN SRR, Bt AR U
DRI it o

Working in secure
A.11.1.5 | areas
FE 224 X AR

Procedures for working in secure areas shall be designed and applied

JSEBE TN FH AE 22 4 X AR AR o

Delivery and loading
A.11.1.6 | areas
ALHEX

Access points such as delivery and loading areas and other points
where unauthorized persons may enter the premises shall be
controlled and, if possible, isolated from information processing
facilities to avoid unauthorized access.

ViR (BIInAZ B2 XD AR 53 ATREN 023 37 B (R LAt i e S o B
b, WERTTRE, RS AR R, DA G R BRI .

A.11.2 Equipment
WERE

Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organization’s

operations.

Hir: BIIES-RER. B, KRG8 K5 2a U LA S HIEE .

Equipment siting and
A.11.2.1 | protection
WA B AR

Equipment shall be sited and protected to reduce the risks from
environmental threats and hazards,and opportunities for unauthorized
access.

o2 B BRI, LAY H PR S5 P A 16 56 ol 3 s ) 5% Ao XU B K oA
BRI P2 -

Supporting utilities 37

Equipment shall be protected from power failures and other
disruptions caused by failures in supporting utilities.

Al11.2.2 FEbE T
FEEUR JRE PR AP A 8 A5 JH A T P SRR A T ) SR T 5 Py L 058 e o G At
157
Power and telecommunications cabling carrying data or supporting
i ) information services shall be protected from interception, interference
Cabling security
A.11.2.3 or damage.

A4 24

82 GRAIE A S K5 SRR B R 55 1 AT A (S A B8 e 2 BT+ TR
% 787 3

A.11.2.4 | Equipment

Equipment shall be correctly maintained to ensure its continued




maintenance

B

availability and integrity.

B N T DUERf RS, DA ORI RR S w] PR S8 R

Removal of assets %

Equipment, information or software shall not be taken off-site without

A1125 | ~ rior authorization.
PR P
B B B BUIRHER B AT AN A7 .
Security of
equi milent and Security shall be applied to off-site assets taking into account the
qauip ) different risks of working outside the organization’s premises.
A.11.2.6 | assets off-premises
AR AN | RO AL T B A R U g T, B P& TARAEA 27 A LMK AN ]
i 4 Y
) All items of equipment containing storage media shall be verified to
Secure disposal or N X
) ensure that any sensitive data and licensed software has been
A.11.2.7 re-use of equipment removed or securely overwritten prior to disposal or re-use
T | R AL E A '
FI B EAFAES RIS B BT T ST I0AE, DA IRAEAL B 2 /T, AR
BURE BANE N e R el e 578 7
Unattended user Users shall ensure that unattended equipment has appropriate
A.11.2.8 | equipment protection.
e N a Y NN N N iy
RNEFURI | g o iy e TR OB B 1024
A clear desk policy for papers and removable storage media and a
Clear desk and clear | clear screen policy for information processing facilities shall be
A.11.2.9 | screen policy adopted.

T 7% S R e SR

IR HRA 23 ST b SO AT RS SAF A A 5 SRR A 23 45 2 AL 2 Bt e
e [ M

A.12 Operations security

2 (7

A.12.1 Operational procedures and responsibilities

BRI ST

Objective: To ensure correct and secure operations of information processing facilities.

Hbr: BRORIEH. 224 MR E AP .

Documented _ _
operatin Operating procedures shall be documented and made available to all
Al12.1.1 P g users who need them.
procedures
AR ERR T BRAEREST N B FEXS BT TR 2L T A
Change
A12.1.2

management

Changes to the organization, business processes, information




AP T processing facilities and systems that affect information security
shall be controlled.

XHHZAL LSRR A5 B AL BB F G0 R A 2 22 4Ty T AR BN

IneAAzE ] o
The use of resources shall be monitored, tuned and projections made
Capacity of future capacity requirements to ensure the required system
A.12.1.3 | management performance.
SRER BURBOAE PRI AL . R, FF0E O T AR B R AT, LA

TRINE PR I R GEERE -

Separation of
development, testing
and operational

Development, testing, and operational environments shall be
separated to reduce the risks of unauthorized access or changes to

A.l12.1.4 ) the operational environment.
environments
Fhy MARFETE | PR WRNEZAT IR R 73 5, PR ARAZ AT 1] 2 A8 4T R G X
4y B .

Al12.2 Protection from malware
BiTE R E A

Objective: To ensure that information and information processing facilities are protected against
malware.

Hbr: SO & S AE BABE Ry, B oS k.

Detection, prevention and recovery controls to protect against
malware shall be implemented,combined with appropriate user
awareness.

B2 25 5 36 24 1 PP T AR STt SR ARSI S AR A R s O

Controls against
A.12.2.1 | malware

PR

A.12.3 Backup
%4

Objective: To protect against loss of data.

Hbx: BiibsosE %k

Backup copies of information, software and system images shall be
Information backup taken and tested regularly in accordance with the agreed backup
(Ei=%-2/ policy.

A% I CLBE A 00 SR, E I RIS 2 A R SR

A123.1

A.12.4 Logging and monitoring
H B e F A




Objective: To record events and generate evidence.

ER TR T N SV AT

A12.4.1
FFHE

Event logging

Event logs recording user activities, exceptions, faults and information
security events shall be produced, kept and regularly reviewed.

Vﬁiﬁﬁﬁﬁiﬁﬁﬁﬁ\Eﬁ%ﬁ‘ﬁﬁﬂﬁﬁﬁé$§%$ﬁﬁ
& IR IR A H S AT

Protection of log
A.12.4.2 | information
H E&E B R R

Logging facilities and log information shall be protected against
tampering and unauthorized access

ek H AR oA H S SR ALRY, BLB IE R AR IR )

Administrator and
A.12.4.3 | operator logs

System administrator and system operator activities shall be logged,
protected and regularly reviewed.

A.12.4.4 | synchronisaton

IS B [F 2

S RREERHE | RAEHE M RGERE RESIRGEAN HE, IR AT Ry A2 HITE
E‘*go
The clocks of all relevant information processing systems within an
Clock organization or security domain shall be synchronized to single

reference time source.

— N LA B g A A R T A SR )
I TRIJEEAT [R5

A B T AN A A P A — R

A.12.5 Control of operational software

BT

Objective: To ensure the integrity of operational systems.

Hix: #RIZIT RGN E B

A125.1

Installation of
software on
operational systems

IBAT ARG 2

Procedures shall be implemented to control the installation of
software on operational systems.

A AR IR ISAT R G L2 .

A.12.6 Technical vulnerability management

BORHfE s 1B 2

Objective: To prevent exploitation of technical vulnerabilities.

Fbx: B IS ANE 55 P oA H

technical
A.12.6.1

Management of

vulnerabilities

PR Me g5 P 2

Information about technical vulnerabilities of information systems
being used shall be obtained in a timely fashion, the organization's
exposure to such vulnerabilities evaluated and appropriate measures




taken to address the associated risk.

B2 I P B IS B R G ERNE IS TERIE R PRI X L g 55 1 1)
RFERERL,  FFRIOE 24 (45 It R AL BEAR 5 IR o

Restrictions on Rules governing the installation of software by users shall be
A.12.6.2 | software installation | established and implemented.

RS 7 I SHE P e R P B

A.12.7 Information systems audit considerations

ERARRHITHR

Objective: To minimize the impact of audit activities on operational systems.

Hbx: $ 8 iHESIHEAT R ME.

) Audit requirements and activities involving verification of operational
Information systems .
i systems shall be -carefully planned and agreed to minimize
audit controls

A12.7.1| . NN disruptions to business processes.
= 5 A G IS P P

Jiti W RAIEAT RGZ AR T ESRANES), N EH N BRI Bt
#E,  DUME /M IE otk 553 2 I GRS

A.13 Communications security

BfERE

A.13.1 Network security management
P2z E

Objective: To ensure the protection of information in networks and its supporting information processing
facilities.

Hbw: HiORIM 2 b A5 B AL B B0 5 B EI R

Networks shall be managed and controlled to protect information in
Network controls L
A.13.1.1 systems and applications.

04 24547 il
0 P2 AT E B AN R, DUORYT R G M RIS R

Security mechanisms, service levels and management requirements
of all network services shall be identified and included in network
services agreements, whether these services are provided in-house
or outsourced.

ML 55 200 A S T A 0 2% ik 55 ) BRLEESR N - DL 7€ I B4 12
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Security of network
A.13.1.2 | services

WA 28 e 55 1) 22 4

Segregation in
A.13.1.3 | networks
A 4% R

Groups of information services, users and information systems shall
be segregated on networks.
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A.13.2 Information transfer
%‘l%\’fgﬁﬁ

Objective: To maintain the security of information transferred within an organization and with any
external entity.

Hbw: CRIFHLN UL S HRIME BRI 24

Al13.2.1

Information transfer
policies and
procedures
5 A A SR AR

Formal transfer policies, procedures and controls shall be in place to
protect the transfer of information through the use of all types of
communication facilities.

R IE SRS e ems . R AN e i, DAOR I o ] 4% A R A e A
B A5 DA R

Agreements on

Agreements shall address the secure transfer of business information

A.13.2.2 | information transfer | between the organization and external parties.
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Electronic Information involved in electronic messaging shall be appropriately
A.13.2.3 | messaging protected.

L7 B KA
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Confidentiality or
non-disclosure

Requirements for confidentiality or non-disclosure agreements
reflecting the organization’s needs for the protection of information

A.13.2.4 shall be identified, regularly reviewed and documented.
agreements
{28 B R 5 B PR R BAVEH e B d 235 JE ORGP 75 0 DR 1t BAN THE 5 P 5L A 2
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A.14 System acquisition, development and maintenance

RO FFPRMYE

A.14.1 Security requirements of information systems
BRARGHZEER

Objective: To ensure that security is an integral part of information systems across the entire
lifecycle.This includes in particular specific security requirement for information systems which provide
services over public networks.

Hw: BhiRME S e on s B ARG ar AL 7, A1 AL AR IR 55 1M B R G & 4
R

Security
requirements
analysis and

The information security related requirements shall be included in the
requirements for new information systems or enhancements to

Al411




specification
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existing information systems,

W E BRGSO A (E B R G ER D ARG E ZaHRiER.

Securing
applications services

Information involved in application services passing over public
networks shall be protected from fraudulent activity, contract dispute

A.14.1.2 | on public networks and unauthorized disclosure and modification.
I\ X 22 W s N N . N e
j;”ﬁﬁﬁwﬁm I S I A SV R (3 B WA ISV 3 L 2
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Information involved in application service transactions shall be
Protecting protected to prevent incomplete transmission, mis-routing,
A14.13 application services | unauthorized message alteration, unauthorized disclosure,
77 | transactions unauthorized message duplication or replay.
T4 N IR 3552 5
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A.14.2 Security in development and support processes
TERMZ RS R 4E

Objective: To ensure that information security is designed and implemented within the development

lifecycle of information systems.

Hbx: BORAE(S B RGUT AL ar RN Bt 5 9eitifs B 24

Secure development

Rules for the development of software and systems shall be

A.14.2.1 | policy established and applied to developments within the organization.
wah gl I S B8 S 35 PR R R SR TR
Changes to systems within the development lifecycle shall be
System change
controlled by the use of formal change control procedures
A.14.2.2 | control procedures
F YL S FUAE LT A AL A B AT SR, R BT AR B, HOOE BT A AR B A
FEAR AR o
Technical review of _ . " L
o When operating platforms are changed, business critical applications
applications after i , )
i shall be reviewed and tested to ensure there is no adverse impact on
operating platform o ] )
A.14.2.3 organizational operations or security.
changes
Bl 2 AR G N | AR ERGR AR TR, ROGHE S ) IS B R AT P H A, DR R
AR R WP LR RIS AT B A %A SR o
Restrictions on L . -
Modifications to software packages shall be discouraged, limited to
changes to software i
A.14.2.4 necessary changes and all changes shall be strictly controlled.

packages

AR B (1 PR )
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Secure system

Principles for engineering secure systems shall be established,
documented, maintained and applied to any information system

engineering
A.14.2.5 e development efforts.
principles
b A TR AN TAR R ARG E N NS TERCCR, FENH BUERE B RS K T
T
Organizations shall establish and appropriately protect secure
Secure development | development environment for system development and integration
A.14.2.6 | environment efforts that covers the entire system development lifecycle.
574 NS . . . S pa b (e
REFRIHR WA M RGETF R I IE R AT R R AR o, 703324
TERAE )24
Outsourced The organization shall supervise and monitor the activity of
A.14.2.7 | development outsourced system development.
HEFR AGSIHE . W RGIFR S
System security Tests of the security functionality shall be carried out during
A.14.2.8 | testing development.
é 2 “nl 7 AV N A L) >
AT FEFF LR, BLBT 54 A
System acceptance | Acceptance testing programs and related criteria shall be established
A.14.2.9 | testing for new information systems,upgrades and new versions.
G
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A.14.3 Test data
e
Objective: To ensure the protection of data used for testing.

Hw: ORI ) %2 4

A143.1

Protection of test
data

TR A dhs

Test data shall be selected carefully, protected and controlled.

TR EE BN AR DRy AN o

A.15 Supplier relationships
PERIK F

A.15.1 Security in supplier relationship
PN RRRE

Objective: To ensure protection of the organization’s information that is accessible by suppliers.

Hbx: #ORH PN R U RS B = 4.




Information security
policy for supplier

Information security requirements for mitigating the risks associated
with supplier access to organization’s assets shall be agreed with the

A.15.1.1 | relationships supplier and documented.
N SE R 5 B4tk - e e e . .
EﬁighMﬁéﬁ PP G374 7 A SRR 15 6 4R S
PR Rk Bl — 2
Addressing securit All relevant information security requirements shall be established
within su glier y and agreed with each supplier that may have access to, process,
PP store, communicate or provide IT infrastructure components for the
A.15.1.2 | agreements organization’s information
B E G R | OO '
42 A4 il 151 RiGEA ALV AT, FEREALLUS B, SHLUHATEE BN SUR
BT R 4 PR AR N 3 ST IR P R T (S B A R
Information and
communication Agreements with suppliers shall include requirements to address the
technoloay suoDl information security risks associated with Information and
A.15.1.3 chain gy supply Communications Technology services and product supply chain.
= EANRERAGES | PSR PR A AEAE S A BRI SSA S A AH A B 224
B .

A.15.2 Supplier service delivery management
BRI AR S5 A E B

Objective: To maintain an agreed level of information security and service delivery in line with supplier
agreements.

i PR A5 B 2 A AR 35 52 A 7K 5 L R B DR R — 2

Monitoring and
review of supplier

Organizations shall regularly monitor, review and audit supplier

A.15.2.1 | services service delivery.
[ 75 AR 4% 1 W e N
PRI HOMRAT | s i v, VP o ORI A
PR
Changes to the provision of services by suppliers, including
maintaining and improving existing information security policies,
Managing changes procedures and controls, shall be managed, taking account of the
A15.2.2 to supplier services | criticality of business information, systems and processes involved

FHONE 7R AR 55 AR B
H

and re-assessment of risks.
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A.16 Information security incident management

ERREEHERE




A.16.1 Management of information security incidents and improvements

BB REF Mt g

Objective: To ensure a consistent and effective approach to the management of information security
incidents, including communication on security events and weaknesses.

HAr: O E S 2t T sk, AROhE R, GORFEE ZaREN e R rEE.

Responsibilities and

Management responsibilities and procedures shall be established to
ensure a quick, effective and orderly response to information security

A.16.1.1 | procedures incidents
SR '
ST R SR AR, AR DR DRI « A 8O Fe st A5 8 22 e ik
Reporting

A.16.1.2

information security
events

Information security events shall be reported through appropriate
management channels as quickly as possible.

WS B2 A NI I G ) E IR S R R B B B 7 e
Employees and contractors using the organization’s information
Reporting systems and services shall be required to note and report any
A16.1.3 information security | observed or suspected information security weaknesses in systems
weaknesses or services.
WA S B2
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Al16.1.4

Assessment and
decision of
information security
events
GRZEESHES
R

Information security events shall be assessed and decided if they
shall be classified as information security incidents.

Information security events shall be assessed and decided if they
shall be classified as information security incidents.

RIS B 2 A HARATVPAY, DAREMATR BN B 2 dit.

A.16.1.5

Response to
information security
incidents

EpsS7se o ZERTIN

Information security incidents shall be responded to in accordance
with the documented procedures.

IO 4% JESCAF A R SRy L5 S 22 A

Learning from
information security

Knowledge gained from analyzing and resolving information security
incidents shall be used to reduce the likelihood or impact of future

A.16.1.6 | incidents incidents.
) §4§~% ‘;é‘ PRI T . N N 2 N
AR RICEARIIOR | o s e S BRI PRI R 1
- BA
Collection of

A16.1.7 | evidence The organization shall define and apply procedures for the

R AR

identification, collection, acquisition and preservation of information,




which can serve as evidence.
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A.17 Information security aspects of business continuity management

W S ESE M E EIE B R TH

A.17.1 Information security continuity
(EsS e ec s
Objective: Information security continuity shall be embedded in organization’s business continuity

management systems,

Hbx: 158 %4 IESAERR NI 55 AL M AR R

The organization shall determine its requirements for information
Planning information | security and continuity of information security management in

A.17.1.1 | security continuity adverse situations, e.g. during a crisis or disaster.
L B[22 (5 o AN b e B A S
ARMNRRSAIEEIE | gt AR T e MBRoEI ) (582 2 (S 2 4
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The organization shall establish, document, implement and maintain

Implementing )
processes, procedures and controls to guarantee the required level of

information security

A.17.1.2 continuity continuity for information security during an adverse situation.
oS e Aty | AN, ok, SEi, 4EPIREE. TR AN, DU ORI 2 AR
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Verify, review and The organization shall verify the established and implemented
evaluate information | information security continuity controls at regular intervals in order to
A.17.1.3 | security continuity ensure that they are valid and effective during adverse situations.
N MY ==1 MSEANf2=
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A.17.2 Redundancies
JUR
Objective: To ensure availability of information processing facilities.

Hbx: #ipR{E S AC Bt H T A1 .

Availability of
information Information processing facilities shall be implemented with
A.17.2.1 | processing facilities | redundancy sufficient to meet availability requirements.
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A.18 Compliance
Ciinzgin

A.18.1 Compliance with legal and contractual requirements
a5 aRER

Objective: To avoid breaches of legal, statutory, regulatory or contractual obligations related to
information security and of any security requirements.

HAw: @il RATE B EAHCHNER . 754 MBS [ S5 AR ATAT 22 4 3R

Identification of
applicable legislation
and contractual

All relevant legislative statutory, regulatory, contractual requirements
and the organization’s approach to meet these requirements shall be
explicitly identified, documented and kept up to date for each

A.18.1.1 ) information system and the organization.
requirements
TR SSEESR | - NMEEREMALN S, Fra ke EIRE FZER, b
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(USEE L
Appropriate procedures shall be implemented to ensure compliance
Intellectual property | with legislative, regulatory and contractual requirements related to
A.18.1.2 | rights intellectual property rights and use of proprietary software products.
N
RIRFHL 7SI HE 24 R« B E I T AR PR P B T B A 1
b, FFEER. RS F R,
Records shall be protected from loss, destruction, falsification,
. unauthorized access and unauthorized release, in accordance with
A.18.1.3 ProtectigQ! recordy statutory, regulatory, contractual and business requirements
R i S hmetd q |
MR IETE R IB R . BN, i, RIBEAEIVIIA 5 R AT, DA EiE4 .
R EEANE S SR
Privacy and
rotection of
personall Privacy and protection of personally identifiable information shall be
_p . y ensured as required in relevant legislation and regulation where
A.18.1.4 | identifiable )
i ) applicable.
information
FafA RN NGz E | RAKRREARSCIETE . VAR E R, B IREEAR AN NS5 B IR
A
Regulation of ) , ) ,
crvotoaranhic Cryptographic controls shall be used in compliance with all relevant
A.18.1.5 yplograp agreements legislation and regulations.
controls
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A.18.2 Information security reviews
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Objective: To ensure that information security is implemented and operated in accordance with the
organisational policies and procedures

HAR: BifR(E 2 %K IR H S SR MR AT St I8 1T

A18.2.1

Independent review
of information
security

& B AT

The organization’s approach to managing information security and its
implementation (i.e. control objectives, controls, policies, processes
and procedures for information security) shall be reviewed
independently at planned intervals or when significant changes to the
security implementation occur.

HEVE IS B 22 W77 st (BIands B2 R s Hbr . 12611
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Compliance with
security policies and

Managers shall regularly review the compliance of information
processing and procedures within their area of responsibility with the
appropriate security policies, standards and any other security

A.18.2.2 .
standards requirements.
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Technical Information systems shall be regularly reviewed for compliance with

A.18.2.3

compliance review £
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the organisation’s information security policies and standards.

5 R ARGNPE AR BT A5 B LRI ARE




	Table A.1 – Control objectives and controls

